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The American Institute of CPAs this week unveiled three measures aimed at advancing the battle 
for cybersecurity. 
The accounting industry group on Wednesday published a fraud report designed to better equip 
accountants fight off “executive impersonation” cyberattacks. 
The scam involves an email sent from an executive to a subordinate asking for a wire transfer or 
payment to a new bank. The attackers tend to target companies with foreign suppliers or units 
that regularly perform wire transfers to foreign banks, and strike when executives are travelling 
and cannot be reached. 
Finance chiefs and their staff are particularly popular targets for this type of attack, because of 
their access to company accounts, said Heather Bearfield, Group Leader of IT Risk and 
Assurance at Marcum LLP, an accounting firm. 
“People get nervous by getting an email from the CFO and thinking ‘I have to do this,’” Ms. 
Bearfield said. 
The top concern for company stakeholders is that this type of cyberattack persuades employees 
to ignore internal controls around making payments, said Annette Stalker, chair of the AICPA’s 
Forensic and Litigation Services Committee, in a written statement. 
“Executive impersonation bypasses the security systems that company IT departments have put 
in place to neutralize cyberattacks by going where companies and their employees are most 
vulnerable, their email systems,” she added. 



The fraud report comes on the heels of two proposals, announced Monday, aimed at improving 
the way accountants and company managers disclose cybersecurity risk management programs. 
The AICPA said growing market demand for information about the effectiveness of these 
protective programs prompted the move. 
The existence of multiple guidelines for evaluating cybersecurity programs is a burden on 
organizations trying to communicate their efforts and progress, said Chris K. Halterman, chair of 
the AICPA’s cybersecurity working group, in a written statement. 
“The AICPA’s cybersecurity engagement will be a consistent, market-driven approach for CPAs 
to examine and report on an entity’s cybersecurity measures that addresses the information needs 
of a broad range of users,” he added. 

 


